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Authentication process

Two-factor authentication (2FA) allows access to the SL-ATR system from a PC workstation and mobile devices.
Authentication is carried out by means of:

» Corporate email and password

> Mobile phone
NOTE: Any corporate email or mobile phone updates should be communicated to the Authorisation and

Access team (GIS.HABILITACIONYACCESO®@enagas.es) for management and configuration to take effect.

There are three distinct phases in the 2FA authentication process:
o .
* Formalisation of new access contracts
* Annex with the list of active users per company
* Sending of two e-mails: Provision Registration Access
1. 2FA welcome with instructions
2. Access password

. Regi .
* Linking corporate email to the mobile device
e If the device changes, you will have to register again
* Access to the SL-ATR
* Corporate email and password

* Confirmation of request sent to mobile phone



Registration. Steps to follow @ &

Registro
1. Installing the ication app on the mobile phone

1.  Access to the marketplace of the operating system.
'B Download and install the NetIQ Advanced Authentication app.

1. Open the app ‘
m 2. Accept the licensing agreement @

3. Set a 6-digit PIN number

From mobile

App Store  Google play

1. Mobile phone registration from PC or tablet

Links the SL-ATR user with the mobile phone on which the NetIQ Advanced Authentication app has been installed

E 1. To start the linking process, open a browser window and

i Acceso con doble factor e/n\as Q’ Corporate
access the following URL: https://doblefactor.atrgas.com $nags -

From

a2l alal
browser 2. Enter your e-mail address and password. 2.
% Enagas User: The password matches the network Codutls
password.

% Other users: The password will have been previously

received via the second email in addition to the “2FA e cahi
Welcome” email.

3. Click on the “Validate” button.



https://doblefactor.atrgas.com/

Registration. Steps to follow @ &

Registro
Mobile phone registration from PC or Tablet (continued)

2.

:D 4. Accept the licensing agreement,
and click “Accept” (this step is only

y
. necessary for the initial registration)
browser
After the licensing agreement:
— An SMS is sent to the mobile phone with an OTP (One Time Password).
From mobile
:D 5. Enter the OTP code received in =
the SMS, and click “Validate”. ! -
From S
browser \D_J
ﬂi | 6. A new window with a system-
generated QR code is displayed. T—
From
browser




Registration. Steps to follow @ &

Registro

2. Mobile phone registration from PC or Tablet (continued) e

V. Fill in the “Account”
field (for example: “SL- s«

ATR access”) and tap on
the “Save” button.

7. From the NetIQ Advanced Authentication app, scan the QR code
Follow these steps:
From mobile

/I. Unlock the \ ﬁ Display the side menu \ ﬁprame the QR code

app using the 6-digit by tapping on the icon in the | ) with the camera of

PIN number. top left corner. your mobile phone
. until a green box
= —— III. In the “Enrolled appears.
-8

Authenticators”
tab, tap the “+”
icon in the bottom
right corner to open

Addnional info

\_ LW,

1 2 3 the phone camera.
4 5 6

T 8 9

o

NI/ AN




Registration. Steps to follow @ &

Registro
2. Mobile phone registration from PC or Tablet (continued) ——
I ﬂD 8. Click on “Accept” (this step is necessary to successfully complete the
registration).

From

movil y pulse aceptar para salir
Om 48s

browser f \
Capture el cédigo QR con su teléfono 7N

The registration process has been successfully
_ completed and is confirmed by the following
window:

o/

@

ENAGAS DESCONEXION

o Se ha desconectado de Ia aplicacion de Registro correctamente. Ya puede acceder con doble factor a través de https://www.atrgas.com/




Access to the SL-ATR @ & K2

Acceso
€
From browser

1. Go to the following URL: https://www.atrgas.com/

2. Enter the e-mail address and password provided, and click on the “Login” button

shcoeso con doble facinr @aﬁ

Al AN, G s
00 =—
I
[ "‘"’]

ET rery

3. The SL-ATR system will report the sending of an authentication request to the registered mobile
phone

@ Control de Acceso Enagas % [Lﬂel
Archivo Edicion Ver Favoritos Herramientas Ayuda

Autenticacion en proceso. Por favor accepte la autenticacion en su aplicacion mévil. Si no recibe una peticion o su
aplicacion no tiene conexion a Internet por favor haga click aqui para hacer en su lugar una autenticacion OTP.



http://www.atrgas.com/

Access to the SL-ATR @ & K2

Acceso

4. Open the “"NetIQ Advanced Authentication” app

Display the side menu For convenience, the app can be
by tapping on the icon: opened directly via the notification

received at that time.

From mobile

( o)

5. Go to the “Authentication requests”

section, and tap on the “Accept” T —

Otherwise decline it and please inform your system
b u ttO n administrator about the case

Request Pending
[ requested the
authentication from IP [N for event
NAM.

181

From mobile

| ACCEPT | | DECLINE |

\_ n J

U

6. The browser opens the main page of the SL-ATR portal

e 19
:% | = S

Sistema Logistico de Acceso de Terceros a la Red

From
browser




Frequently asked questions

Error in accessing the SL-ATR

When accessing the SL-ATR (https://www.atrgas.com), a login error may be displayed.

The following checks are recommended:

1.

To rule out a problem in the web browser’s temporary files: clear the browser’s cache (CtrI+F5), close all open browser
windows and try again; and/or restart the computer.

To rule out a problem with the profile: check that the login details (email and phone number) have not changed since
the last login; and/or try different users.

. To rule out a computer problem: try from another device.

To rule out a problem in the configuration of the equipment: read the SL-ATR Configuration Manual available for
download at the following link on the GTS website: https://www.enagas.es/content/dam/enagas/es/ficheros/gestion-
tecnica-sistema/atencion-y-soporte-a-usuarios/acceso-y-conexion/Manual de Configuracién SL-ATR.pdf

. To rule out a problem in the mobile device: uninstall and install the Net IQ app and perform the registration process

again.

On the other hand, if you would like to request an update of your access data (e-mail address and/or telephone number),
please contact the GTS Systems and Authorisation Management (GTS.HABILITACIONYACCESO@enagas.es).



https://www.enagas.es/content/dam/enagas/es/ficheros/gestion-tecnica-sistema/atencion-y-soporte-a-usuarios/acceso-y-conexion/Manual%20de%20Configuración%20SL-ATR.pdf
mailto:GTS.HABILITACIONYACCESO@enagas.es

Frequently asked questions

HTTP 500 error when accessing the SL-ATR

When accessing the SL-ATR (https://www.atrgas.com), a “"HTTP 500 Error” may be displayed

A HTTP 500 error occurs when the
registration has not been completed
successfully and therefore it will be
necessary to repeat the entire
registration process.

It should be noted that completing the last
step of the registration process (clicking
“Accept” in the browser after scanning the
QR code) is necessary.

Snapshots of the HTTP 500 error in different browsers:

(o El sitio web no puede mostrar la pagina
Causas mds probables:

- El sitio web est4 en mantenimiento.
= El sitio web tiene un error de programacion.

Microsoft Internet H
Puede intentar lo siguiente:

®  Actualice Ia pagina.

® Regresara la pagina anterior.

@ Mas informacién

) @&

xplorer

ﬁ https://login.enagas.es:8443/nidp/idff/sso?sid=18&sid=1

« > 0

Error. HTTP 500 Internal Server Error

.

v

Google Chrome, Microsoft Edge
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Frequently asked questions

Permission denied when accessing the SL-ATR

When accessing the SL-ATR (https://www.atrgas.com), a “permissions error” may be displayed, due to access
from a poorly saved bookmark/favourite.

To store the URL to access SL-ATR in your browser’s “"Favourites”, it is important NOT to save the URL that is
displayed when the screen loads after clicking on the link. Instead, a bookmark must be created manually by
entering the original URL:

https://www.atrgas.com/

Snapshots of different permission denied errors:

undefined

Usted no tiene permiso para der al di rio solicitado. No existe un documento
indice, o el directorio esta protegido contra lectura. Access denied to this resource.
Si el problema persiste, por favor [lame al CAU - SLATR Usted no tiene permiso de acceder al objeto solicitado. El objeto esta protegido contra

lectura, o no puede ser leido por el servidor. (none)

§rades
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http://www.atrgas.com/

Frequently asked questions

Change of mobile device

The change of mobile device will require the completion of the registration process again, as the previous
authenticator will have been invalidated.

This also applies to uninstallations of the “"NetIQ Advanced Authentication” app or resettings of the device’s operating

system. In any case, the registered authenticator will be invalidated and the registration process will need to be
repeated.

Change of e-mail address or telephone number

The e-mail address and telephone number are contractual data in the two-factor access, therefore any

update of this information must be communicated to the Authorisation and Access team
(GTS.HABILITACIONYACCESO@enagas.es) in order to proceed with its processing.

Until this information is updated in the current contract, access with the new e-mail and/or telephone number
will not be possible.

12



Frequently asked questions

E Access via OTP code

There are many possible reasons why a mobile device
may not receive the push notification (network S TR
problems, device configuration, disabled notifications, Axchivo_Edicion_Ver_Favortos _Hemamientas _Ayud

etc.). If this is not received, the standard flow cannot

be completed.

As a contingency measure, there is a mechanism to

Autenticacién en proceso. Por favor accepte la autenticaciop aasiapl
aplicacién no tiene conexidn a Internet por favor haga dfick aqui para¥y

access the SL-ATR based on the generation of

automatically generated codes (OTP).

= Autenticadores inscritos EC

da s

A
R
Autenticador de teléfono inteligente (sin conexién)

Advanced Authentication ENAGAS
ENAGAS
cédigo nuevo en 25 s

©061282

Ajustes

Acerca de

From mobile

To use it, click on the link “here” in the
message that appears in the browser. The
window for entering the OTP code will be
displayed.

This code is available in the NetIQ
app, in the "Registered
authenticators” menu.

NOTE: For this mechanism to work, it is important that
the time on the clock of the mobile device be set
automatically.

-

From

browser
Acceso con TOTP e/n\

Para acceder a la aplicacién debera introducir su TOTP

‘Smartphone OTP:
R ]
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Frequently asked questions

Access to the SL-ATR from iPad

Depending on the SAFARI browser settings, pop-up
windows may not open to display Excel documents.

To ensure that this does not happen, check that the
following option in the operating system
configuration has been disabled:

“Settings / Safari / General / Block windows”

Configuracién
[ Privacidad

& iCloud

iTunes y App Store

a Correo, contactos, calend.
"~ Notas

{ Recordatorios
(J Wensales
o FaceTime

S Mapas

1 Masica
“ Videos
& Fotosy cimara

% Game Center

£ mitter
€3 Facebook

®e Flickr

9 vimeo

BUSCAR
Buscador

Sugerencias de buscador
‘Sugerencias de Safari
Bisqueda répida en web
Precargar mejor resultado
#cerca de Bisqueds y la privacidad

GENERAL

Contrasefias

Autorrelleno

Sitios frecuentes.

Favoritos

Abrir pestafias nuevas en 20. plano
Mostrar la barra de favoritos

Mostrar barra de pestafias

8:86

8

Favoritos

Slle

[

(

PRIVACIDAD Y SEGURIDAD

No rastrear

Cookies Permitir de sitios visit

Alerta de sitio fraudulento

Acerca de Satariy la privacidad.

o
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Thank you
very much




