
 

Cibersecurity policy 

 

 
Enagás believes that the information and the associated systems are critical 

assets that must be protected to guarantee that the company can operate 

properly. 

The Cybersecurity Policy is targeted at efficiently managing the security of 

information processed by the company’s IT systems, as well as the assets 

that take part in these processes. 

The purpose of this Policy is to guarantee the confidentiality, integrity, 

availability and privacy of the information, and to comply with Laws and 

Regulations in force at any given time, maintaining a balance between the 

levels of risk and efficient use of resources, employing criteria of 

proportionality. 

This cybersecurity policy applies to all employees, executives and 

administrators of all companies that make up the Enagás Group, including 

those investee companies over which it holds effective control, within the 

limits set out under applicable regulations. At those investee companies in 

which the Enagás Group does not hold effective control, the company shall 

encourage principles and guidelines that are consistent with those set out in 

this policy. 

 

Basic principles 

The following basic principles are therefore established: 

 Guarantee that the Enagás Information and Telecommunications 

Systems  have a sufficient level of cybersecurity and resilience. 

 Raise the awareness of all employees, contractors and partners about 

the risks of cybersecurity and ensure they have the knowledge, skills, 

experience and technological capabilities required to uphold the Group’s 

cybersecurity objectives. 

 Reinforce the prevention, detection, reaction, analysis, recovery, 

response, investigation and coordination capabilities in the light of new 

threats. 



 Foster the existence of suitable cybersecurity and resilience mechanisms 

for the systems and operations managed by third parties that provide 

services to the Company. 

 Provide the mechanism with procedures and tools that enable it to easily 

adapt to the changing conditions of the technological environment and to 

new threats. 

 Collaborate with relevant government agencies and organisations to 

improve the company’s cybersecurity, compliance with current 

legislation and help improve cybersecurity in the international arena. 

 

Management Model 

Enagás has a management model applicable to cybersecurity that is based 

on international and national regulations. The Company provides, through 

all means within its reach and in proportion to the threats detected, the 

resources required so that the organisation has an environment that is 

aligned with business targets and the cybersecurity targets established. 

The model defined by Enagás is based on: 

 A framework for management of applicable cybersecurity measures by 

introducing a management-approved risks methodology in which the 

cybersecurity goals and targets are set. This framework also sets out the 

cybersecurity principles aligned with the business strategy and targets, 

and is consistent with the context in which the company performs its 

activities. 

 Mechanisms to align the cybersecurity targets and goals with compliance 

with legislative, regulatory and contractual requirements. 

 Mechanisms to react to any incidents that arise both with regard to 

management of the system as well as in operating procedures that 

depend on the same. 

 The existence of a set of cybersecurity duties and responsibilities that 

are clearly defined and allocated within the corporate organisational 

chart. 

 Mechanisms for the global treatment of cybersecurity threats, including 

all appropriate activities in security issues. 

 An ongoing process of review and updating of the cybersecurity 

management model, to ensure that it is adequate at all times to deal 

with cyber threats that occur and which could affect Enagás. 

 

This policy was approved by the Enagás Board of Directors, on 

21/12/2015 



 


